
Privacy, Contact Tracing Apps, 
and the Philippines

Jam Jacob



Contact Tracing Apps
in the Philippine Context



Availability of a number of contact tracing apps
https://rappler.com/technology/features/coronavirus-contact-tracing-apps-philippines

https://rappler.com/technology/features/coronavirus-contact-tracing-apps-philippines


Poor adoption by the population + Mixed Feelings



Limited implications
http://www.dost.gov.ph/knowledge-resources/news/67-2020-news/1806-ph-app-developers-fight-covid-19-with-online-innovations.html



• Little to no proof of vetting

https://www.gmanetwork.com/news/opinion/content/746590/covid-19-apps-in-gov-t-we-trust/story/

Risks are there



• No proper data management in place*

https://www.cnnphilippines.com/news/2020/6/7/Eliseo-Rio-StaySafe.ph.html



• Uncertainty re: existence of safeguards that uphold privacy 
and data protection in contact tracing technologies

https://rappler.com/newsbreak/in-depth/borderline-spyware-information-technology-experts-alarm-stay-safe-app



Major factors that determine 
impact of contact tracing apps on 
human rights (i.e., privacy)

• Extent of data collection and/or surveillance
• Access to third parties allowed
• Level and type of security in place



Examples of implications of privacy violations



Potential impact on the HR situation 
in the country

• Discrimination
• Physical harm
• Unlawful restrictions (e.g., freedom of movement)
• Unauthorized surveillance
• Impairment of data subject rights



PH Data Protection Policies/Practices
and Contact Tracing Apps



Data protection policies are in place



Data protection authority in operation



Factors that determine the 
effectiveness of DP policies and DP 
authority

• Effective and timely interventions
• Willpower of regulator
• Cooperation from the rest of the government

• Bulletins, statements, reminders
• Lack of interest in more proactive role
• Lack of interest or poor appreciation from other government 

agencies
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