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Surveillance 
Before After 

Covid 19 

Over the Skin Surveillance:

- CCTV, Camera, GPS, Mobile Location Data, Passenger 
Name Record

New Normal Surveillance

• “Under the Skin” Surveillance like temperature checks, 
immunity, certificate passports, thermal facial 
recognition, contact tracing



• The purpose of this apps 
is to give user a 
notification if they are in 
the Red Zone Area or in 
Crowd Area

• To help tracing to prevent 
the transmission



• The purpose of phone number 
data collection is to help 
government agencies to identify 
or contact us if they found there 
is a history record, we had 
contact with confirm case



Data and Technology in 
Handling The Pandemic

• The use of technology in time of crisis like this pandemic is not 
new
• Terrorism attack, disaster, or other big events in national 

level increase the government desire to improve their 
surveillance capacity

• Contact Tracing is will more effective during the early phase of 
handling the pandemic 

• To track the allocation of health resources  effectively 

• Various government has surveillance method technology based
• In Taiwan ”Electronic Fence”
• In Singapore as well as Indonesia launch TraceTogether or 

Peduli Lindungi
• China : categorize citizen based on coloring status  in order 

to get access to having activities outside or should do 
quarantine 



Question :
The Effectiveness and 
Privacy Violations?



The Effectiveness:
-> 60% citizen should use this app
-> Need to be supported by adequate 
health infrastructure 



Privacy and Data 
Protection 



Privacy and Data Protection

• Because Indonesia has no specific and comprehensive data 
protection regulation

• There is scepticsm from citizen against government in term 
of using technology to handling pandemic. Based on survey 
from CISSRec said 81% said privacy protection is urgent in 
Indonesia

• Based on ELSAM study (2016) there is 32 regulations about 
data protection in general. 6 of it related to health sector 
namely Health Law, Hospital Law, Mental Health Law, 
Medical Practice Law, Medical Personnel Law, and Narcotics 
Law. Confidentiality of medical record is regulated in Health 
Ministry Law (PMK) Nom 269/MenKes/III/2008 about 
Medical Record that  obliging all health services providers to 
maintain the confidentiality of patient’ medical records.



Why Privacy Matters on 
Handling Pandemic?

• Health Data is part of Sensitive Data, 
which always become one of reason to 
discriminate people

• More than that, if data patient is 
leaked it’s not only harmful for the 
person itself but jeopardize public 
health efforts in wider level
• Makes public reluctant to have 

testing because afraid of being 
humiliated if the data is leaked



The New Normal is Personal Data Being 
Protected

Data Protection Principles on COVID-19 Handling

Transparency

Necessity, 
Proportionality 

and Data 
Minimization

Purpose 
Limitation Accountability Security



Comprehensive 
Personal data 
Protection Regulation 
is required…



Thailand Personal Data 
Protection Act (PDPA) was 
finally approved by the National 
Legislative Assembly on 28 
February 2019, and thus has 
become effective from 27th May 
2020.

Thailand

Malaysia’s first comprehensive personal 
data protection legislation, the Personal 
Data Protection Act 2010 (PDPA), 
was passed by the Malaysian Parliament 
on 2 June 2010 and came into force on 
15 November 2013.

Malaysia

The Philippines recently 
enacted the Data Privacy Act 
of 2012 (the ‘Act’) or Republic 
Act No. 10173, which took 
effect on 8 September 2012

Filipina

Laos has also endorsed the 
Electronic Data Protection Law 
in 2017, which is a 
comprehensive reference for 
the protection of personal 
(electronic) data

Laos

Singapore enacted the Personal 
Data Protection Act 2012 (No. 
26 of 2012) (‘Act’) on 15 
October 2012

Singapura
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